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MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINU

OENAPTAMEHT FrOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocyoapCTBeHHOW nonuTMkM B cdepe obwero obpasoBaHusa MwuHoBpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHol komuccuen Coseta Pepepauum no  pasBUTUIO
MH(OPMALMOHHOIo obLecTBa MeToAMYecKkMe peKkoMeHOauuy O pasMeLleHMU Ha WHMOPMAaLUMOHHBIX CTeHaax,
ochmumanbHbIX MHTEPHET-caiTax U OPYrMx MHOpPMaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNAWLWMX ynpaeneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTepHeT".

OuvpexTop [enaptameHTa
A.E.NETPOB

MpunoxeHue

METOAUYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULMNATBbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNACHOM
NOBEAEHWUU N UICNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuUTUO MHEGOOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONIHEHWNS pekOMeHAaL M napnaMeHTCK1X cnywaHuin "AkTyanbHble BONpockl obecneveHus
6e3onacHOCTV 1 pa3BUTUSA AeTen B MHPOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B Cosete ®enepauum 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMn O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oduuUuanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBASKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauun o HGesonacHom
noBedeHun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckue pekomeHZauum HanpasfeHbl Ha KayeCTBEHHOE MOBbILEHUE YPOBHSA MHAOPMALVMOHHON
aeaTenbHocTn obweobpa3oBaTernbHbIX OpraHM3auuin M OpraHoB, OCYLLECTBMSAOLWMX yrpaBneHne B cdepe
obpas3oBaHMsi, B 4YacTu MHPOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarornyecknx paboTHMKOB 06 OCHOBHbIX acnektax nHdpopmMaLMoHHON 6e30MacHOCTH.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHusaumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpaBrneHne B cdepe 0Opas3oBaHus, akTyanManmpoBaTb yXKe UCMOSb3yeMble U pa3MeLleHHble
NMH(OPMAaLIMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Clyvyae WX OTCYTCTBUSI C YYETOM JyylUUX MPaKTUK u
pekomeHaauni.

B pamkax meToau4eckuMx pekoMmeHaaLmmn paccMmaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHdbOPMALMNOHHBIE CTEHABI;

2. ohumanbHble MHTEPHET-PEeCcypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

MUHdopmaunoHHbIe CTeHAbI
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Ha wuHdopmauunoHHbix cTeHgax B 06ueobpasoBaTenbHbIX OpraHu3auusax, pacronoXeHHbIX B done
yypexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOoHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCca pasMecTuTb WH(OPMAaLMOHHbIE MaMATKW, CoAepKallne OCHOBHble COBETbl Mo obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4Yeckum pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpegctBax maccoBoi MHGOPMaUMK, OPUEHTUPOBAHHBLIX Ha OOYy4alrLMXCS, PEKOMEHOYETCA B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIe OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a TakKe pasnnyHblie NaMaTky obLLEero xapakTepa.

B cpeactBax wmaccoBor MHGOPMAaLMM, OPUEHTUPOBAHHbIX Ha Mefarormdyeckyto  obLEeCTBEHHOCTb,
peKkoMeHayeTCsi B TeYeHWe KaneHgapHOro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
NOCBSILLEHHbIE OTAENbHbIM acnekTaM WH(OPMaUMOHHOM ©e30MacHOCTU KakK HECOBEPLUEHHONMETHUX, Tak U
o6uleobpa3oBaTenbHbIX OpraHuM3auui, a Tawkke pas3nuyHble naMsaTkM, o0030pbl  HOpMaTUBHO-MPaBOBOrO
perynMpoBaHusi AaHHOW cdepbl 1 MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneuntb
BbIMYCK TEMaTM4EeCKOro BbiMyCKa cpeAcTBa MaccoBon WHdopmauum nubo cepum nybrnuvkauum, cpegu KoTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmxcs, NX poguTenen (3akoHHbIX NpeacTaBUTENENn) U
negarornyeckomn obLLEeCcTBEHHOCTN.

OdmumanbHble UHTEpHET-pecypchbl

O6Lleobpa3oBaTenbHbIM  OpraHu3auusiM pekoMeHOyeTcs Ha cBoux oduumanbHblx WHTepHeT-pecypcax
obecneuntb hyHKLMOHMPOBAHNE CaMOCTOSITENIBHOIO WM crneuvanuanpoBaHHoro pasgena "MHOOPMALMOHHAA
BE3OMNACHOCTb", B paMmkax KOTOPOro npegycMoTpeTb pasmelleHne cneyrowen nHgopmaunmn:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B Pa3meLluariotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHms COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLNOHHO Ge3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konun goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu n apyrue
HOPMAaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyomne obecneveHve
MHpopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtca
BMECTO KONUW pa3meLlaTb rMnepcehbinikn Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTMu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatoTca metoamnyeckme
paboTHMKam caunTa pekoMeHaLmMmM 1 yKa3biBaeTcsl
Konvnn nokymeHTOB B MHOpMaLINA O MeEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF 1 NnporpaMmmax, HarnpasBneHHbIX Ha

NoBbILLEHNE NH(OPMALIMOHHON
rPamMoTHOCTY Nnefarornyeckmx paboTHUKOB.

4. | Oby4atowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmauMoHHas namsitka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOopMaLNS O MEPONPUATUSIX, MPOEKTaXx
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHNE NH(OPMALIMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smellaeTcsa nHopmaumoHHas namsTka
npeacraBuTensam) canTta (npunoxexne N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e3onacHbIX AETCKMX CaliTOoB.

OpraHam, ocyLlecTBnALLMM yripaBneHne B cpepe obpasoBaHus, pekoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (YHKLUMOHMPOBAHME CaMOCTOSATENBHOMO U Cheuuann3MpoBaHHOroO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTh pa3MeLleHre cneayoLlen nHdhopmMaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYK MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpacun cBOW, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuampaTbCs, Oka3biBaTb AaBreHNe - BeCTU cebst HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammy TBoel ceMby 6e3 paspelleHns cTapLlumnx - Bcerga cnpaluvean poauTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCH CO B3POCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTeENsaM
UMK onekyHam;

2. MpuvrnawatoT nepenncbiBaTbCH, Urpatb, 0GMEHMBATLCS - NPOBEPb, HET N NOABOXA;

3. HesakoHHOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7I B3pPOCJ1bIM O npo6nemax B Ce€TU - OHWK BCerga rnomoryT;

5. Vcnonb3yi HacTporiku 6e30nacHOCTN U NPUBATHOCTU, YTODObI HE NOTEPSTL CBOWM akKayHTbl B COLICETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaN TONbLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a MOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
AOnA OBYYAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MOSogeXun B MHTEPHETE CTaHOBUTLCSA Bornblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamATKa JOMKHa NomMoyb Tebe 6e3onacHo HaxoaUTLCS B CETW.

KomnbloTepHbie BUpYChI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOMN SIBNSieTCA CMocoOHOCTb K pa3MHOXeHuio. B gononHeHue k 3aTomy, BMpyCbl MOTyT MOBpeauTb WM
MOJSIHOCTbIO YHUYTOXUTb Bce paiinbl U [aHHble, NMOAKOHTPOSbHbIE MONb30BaTesNio, OT MMEHM KoToporo Obina
3anylieHa 3apa)keHHasi nporpaMMa, a Takke NoBPeAuTb UK Jaxe YHUYTOXUTb OnepaLnoHHYH CUCTEMY CO BCEMU
dhaiinamu B uenom. B GonbLUNHCTBE CrlydyaeB pacnpocTpaHsTCs BUPYChl Yepes UHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBpEMEHHblEe OnepauuoHHbIE CUCTEMbl, UMEILLNE CEepPbe3Hbli YPOBEHb 3aluTbl OT
BPELOHOCHbIX NMporpaMmm;

2. TocToAAHHO ycTaHaBnMBan nayvyTu (LMgpoBblie 3annaTkv, KOTOpble aBTOMAaTUYECKM YCTaHaBNMBAOTCS C
uenbo gopaboTku nporpammbl) U gpyrme oGHOBMNEHWUSI CBOEN OnepauuoHHON cucTembl. CkaumMBam MX TONbKO C
oduymanbHoro carnta paspabotunka OC. Ecnu cylecTByeT pexxum aBTOMaTU4eCcKkoro 0OHOBIEHUS, BKITHOYN €rO0;

3. PaboTtan Ha cBoeM koMmMblOTEPE MOA NpaBamMu NOMb30BaTens, a He agMUHMCTpaTopa. ATO He No3BONUT
GOnNbLUNHCTBY BPEAOHOCHbBIX NPOrpaMM UHCTaNIMpoBaTbCA Ha TBOEM MEPCOHarNIbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBMPYCHble MporpaMMHble MpPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHnem 6as;

5. OrpaHuyb uanyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NN,

6. Vicnonb3yn BHellHWe HocuTenu nHopMalMm, Takue Kak dreLlka, AMcK unu gann u3 MHTepHeTa, ToNbKo
N3 NMPOBEPEHHBIX NCTOYHUKOB;
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7. He oTKpbiBal KOMMbIOTEPHbIE halfibl, MOMyYEeHHble U3 HEHaOeXHbIX WUCTOYHUKOB. [axe Te channsbl,
KOTOpble npucrnan TBOW 3HakoMbIi. Jlyylle yTOYHU Y Hero, oTnpasnsn nn oH Tebe mx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepegayn OaHHbIX, HE TEXHOMOrus, a Bcero nuwb G6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackas komnaHusa 3apernctpupoBana 6peHg "WECA", uto oGosHavano crnoBocodveTaHue "Wireless
Fidelity", koTopbIn nepeBoamnTCca Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrass abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunartypa "Wi-Fi". Takoe Ha3BaHMe ObiNo AaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TexHUKkM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTeNnsdAx M asponopTax ABNAETCA OTNNYHON BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He sBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTu paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBOW InU4YHYO WHpopmaumio 4epesd obuenocTtynHble Wi-Fi cetn. Pabotas B HuX,
XenaTtenbHO He BBOAMTb Maponuv 4OCTyna, fOrMHbl U Kakne-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE MporpaMmbl U bpaHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKauky BMpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonbsoBaHmum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn Kk dpannam m npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOSYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBMPYIOT ee Ans ygobcTBa MCNONb3OBaHWUS B
paboTte nnu y4ebe;

4. He ncnonbayin nydnmynbii WI-FI ans nepegaym nyUYHbIX AaHHbIX, HANPUMeEpP Ans BbiXxoda B coumarbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmweHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomaTtmdeckun”. He gonyckan
aBTOMaTUYECKOro NoAaKmnyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CETUM aKTMBHO BXOAAT B Hally XXWM3Hb, MHOTME Ntoan paboTalT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg YerioBek, YTO ABNAeTCS OOHOW CefbMOW BCEX XUTenewn nnaHeTbl.
MHorve nonb3oBaTtenu He NMOHNMAKT, YTO Mchopmau,vm, pa3mMelleHHaa M1 B coumnarbHbIX CEeTAX, MOXeT ObITb
Ha|7|,u,eHa M ncnonb3oBaHa KeM yrogHo, B TOM 4ucrnie He obsa3aTenbHO ¢ 6narumm HaMepeHunamu.

OcHoBHble coBeTbl N0 6e30NacHOCTU B coLMarnbHbIX CETAX:

1. OrpaHun4b cnncok gpysen. Y Tebs B Apy3bax HE AOMMKHO ObITb CNyYanHbIX U HE3HAKOMbIX J0AEN;

2. 3awumuian CBOK YaCTHYI Xu3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NU4YHy0 MHopMauunio. 3NoyMbILLNEHHUKU MOTYT NCMNONb30BaTh AaXe MHOPMaLUUIO O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIbI;

3. 3awuwain ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBaii ceGe BoMpoc: XxoTen Gbl Thl, YTOObLI Apyrue
nonb3oBaTenu BUOenu, Yto Tbl 3arpyxaellsb? Mogymaii, npexae Yem YTo-To onybnvKoBaTh, HanucaTb U 3arpysuThb;

4. Ecnu Tbl rOBOPVLLb C SIIOAbMU, KOTOPbIX HE 3Haellb, HE NCMOSb3YM CBOE pearnbHOe UMS U OPYrYHO JINYHYIO
NHOPMaLIMK: UMS, MECTO XUTENLCTBA, MECTO y4ebbl U NpoYeE;

5. N3beran pasmelleHus doTtorpacuii B UHTepHeTe, rae Tbl M306pakeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
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onpengennTb TBOE MECTOMOJIOXKEHUE;

6. MNpu permuctpayum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApONn, COCTosALInE U3 OykB
M undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumanbHOn ceTn, NOYTbI U Apyrnx caToB HEODX0AMMO MCMONb30BaTh pas3Hble naposnu. Torga ecnu
Teba B3nomatot, TO 3M10YMbILUNEHHUKN nonydaT AOCTYyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTpOHHble AeHbrn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OAHAKO CYLLECTBYIOT MOLUEHHUKW, KOTOpbIe
XOTSIT NONYYNTb 3TU AEHbIN.

3J'IeKTpOHHbIe OeHbIm noAasuUnnMcb coBcemM HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHU (PYHKUMOHUPYIOT U O HUX yXXe MPOMUCaHO B 3aKOHe, TAe WX pasfensitoT Ha HEeCKOSbKO
BVAOB - @QHOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 naeHTudrkaumnm nonb3oBaTensi, a B HEAHOHWMHbIX MAEHTUMUKALMA Nofb3oBaTens
ABnsieTcs 00sA3aTeNbHON.

Tawke cnegyeT pasnuyatb 9MEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApCTBEHHbIM BanioTam) U
3MeKTPOHHble HedmaTHbIe AeHbIN (He paBHbl FOCYAapCTBEHHbIM BanoTam).

OcHoOBHble coBeTbl N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. MNpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cyeTy. [NpuBs3aHHbIN TenedoH MOMOXeT, ecnn 3abyaellb CBOW MNaTeXHblA Naponb WM 3angellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBA;

2. Ucnonbayii ogHopasoekle naponu. Mocne nepexoda Ha ycuneHHylo aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb ONacHOCTb KpaXu UNu nepexeara nrnaTexHoro napons;

3. Bbibepu cnoxHbein naponb. NpecTtynHukam OyaeT He MPOCTO yragaTb CIOXHBIM Naponb. HagexHble
naponu - 3To Naponn, KOTopble coaepXaT He MeHee 8 3HaKOB M BKIOYaT B ce0S CTPOYHbIE M NPOMUCHbIE BYKBHI,
LUMdpbl 1 HECKOmNMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, gyHTta, BocknuuaTternbHbIW 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOW NIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OneKkTpoHHas noyta

OnekTpoHHaa mnoyTa - 9TO TEXHOMOrUs W NPefoCTaBMnsAEeMble €l YCMNyrn Mo MNepecbinke U MonyYeHuo
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensiioTcs B KOMMbloTepHol ceT. OBbIMHO 3MEeKTPOHHbIN MOYTOBLIN
AWMK BbIMAOUT credylolmm o6pa3oM: MMS_Morb3oBaTens@uvsi_JoMeHa. Takke KpoMe nepedayu npocToro
TeKcTa, MMeeTcsl BO3MOXHOCTb Nepeaasath daiinbl.

OcHoBHble coBeTbl N0 B6e3onacHoi paboTe C 3NeKTPOHHOW NOYTOMN:

1. Hago BbIGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbIi BbIGOp GecnnaTtHbix
MOYTOBbLIX CEPBUCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3Ha€ELLb N KTO MEPBbIA B PENTUHTE;

2. He ykasbiBa B JMYHOM MoYTe JNNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIi_daHat@" unm "pok2013" Bmecto "temal3";

3. Vicnonb3yi ABYX3TanHyk aBTOpM3auuio. ATO Korga NOMUMO MapOonsi HYKHO BBOAUTL KO, MPUChINIaeMbIi
no SMS;

4. Bbibepu CNoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBOM HAAEXKHbIA, YCTOMYUBBIA K
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B31IOMY Naporib;
5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOW JIMYHbIA BOMPOC, UCMOMb3Yi 3Ty BO3MOXHOCTb;

6. Vcnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [1epBbIv 4Ns YacTHOW NEpPEnncKkM ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsielllb. TO ANEKTPOHHbIV aApec He HAf0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 camTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLIAM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABNSANN N OHW Tebe aTn dawnnebl;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

Knbep6ynnuHr unu BupTyansHoe nsgeBateribCTBO

KubepbynnuHr - npecrnegoBaHne cooblieHnsiMy, cogepXaluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumanbHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynrMHrom:

1. He 6pocaricsa B 60oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tel HauyHelb oTBeYaTh OCKOPONeHNaAMN Ha ockopbneHns, To TONbKo
ewe 6ornblue pasoxokellb KOHGMMWKT;

2. YnpaBnsan csoen knbeppenytaumen;
3. AHOHMMHOCTb B CeT! MHUMas. CyLLecTBYIOT CNOCOObI BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT Bce TBOW OENCTBUSA U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnitogai cBot BMPTyarnbHYH YeCTb CMOSOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Nny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpaMmmMax obMeHa MrHOBEHHbIMU COOOLLEHMSIMU, B couUManbHbIX CETSX €eCTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO ero AeWCTBUS OLEHMBAOTCSl HEeraTMBHO, NogAdepXaTb XXepTBY, KOTOPOW HyXHa MNcuxomnorndeckas NOMOLLb,
COOBLLUUTL B3POCHbIM O haKTe arpeCCMBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOoHbl U NnaHLWeTbl coaepxaTt B cebe BMonHe B3poChbI (PyHKLMOHAN, 1 TENEPb OHU
MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbLIMK KOMMboTepaMmu. OfHako, CPeAcTB 3aluuThl AN NOAOGHbLIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOBUMbHbLIX MPUMOXEHWI.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl  YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHue yHKLMOHana BrneyYeT 3a cob60i GOMbLLYH CIIOXHOCTb Y MEHbLUYHO 3aLUMLLEHHOCTb.

[aneko He Bce npon3sBoanTenn BbIMYCKaOT 0obOHoBNEHUS, 3aKpbiBawWMe KpUtnvyeckme yAa3BuUMOCTU AOAnd
cBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUNBHOMO Teﬂe(bOHaZ

Huyero He sBnseTtcs no-Hactoslwemy GecnnaTHbiM. Byab OCTOpoXeH, Bedb Korga Tebe npegnaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-TO nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpPaLUOHHY CUCTEMY TBOETO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEU3BECTHOrO MWCTOYHMKA, BeAb OHWM MOryT coAepXaTb BPEeAOHOCHOE
nporpaMmmHoe obecnedeHue;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHOPMaLUMIo, 3angm B HacTporiku bGpaysepa n
yaanu cookies;

lMNepuvoanyeckn NpoBepsan, kKakMe NnaTHbIe YCyru akTMBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASAM, KOTOPbIX Thbl 3HAELLb U KOMY AOBeEpSsieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan MHOrAa npoBepsiTb 3T0.
Online urpbl

CoBpeMeHHbIE OHMAaNH-UrPbl - 3TO KPacCOYHble, 3axBaTblBaloWWe pasBreyvYeHusi, OObEeAMHSIOLUME COTHU
TbiCSI4 YenoBek no Bcemy mupy. Urpoku mccreayloT OaHHbIi UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[jaHusl, CpaXatoTCs C MOHCTPaMU 1 MOJy4atoT onbIT. 33 YOOBONbCTBME OHU MNATAT: MOKYNaloT AWUCK, OnnadynBaoT
abOHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce atm cpeactBa vayT Ha noAadepXaHue M pasBuMTME WUrpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpPU3aLlMK, BbIMyCKAlOTCA HOBble MaTyM (LUMppOBbLIE 3annaTky Ons nporpamm),
3aKpbIBaAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30MacHOCTH TBOEro UFPOBOrO akkayHTa:

1. Ecnu apyroi urpok BefeT cebs nnoxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKupyi ero B CcKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOPaM Mrpbl Ha NIOXOe MOBEAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakue-To [loka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnuHyto nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB Mo Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpPYC. lMoka Tbl Urpaelb, TBOW KOMMbKOTEP MOryT
3apasuTb.

PUWKHTF unun KpaXxa NMUYHbIX AaHHbIX

OO6bIYHOM Kpakel [eHer W [OOKYMEHTOB CErofHsl Ye HUKOrO He YyOuBUlIb, HO C pasBUTUEM
WHTEPHET-TEXHOSOMIA 3MOYMBbILLNIEHHUKN NEPeMecTUnUCL B UHTEPHET, U NpoAomKalT 3aHuMaTtbes "nobumbim”
OEroMm.
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[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 05.06.2018

Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4yeHun KoHUaeHUnanbHbIX AaHHbIX NONb3oBaTenen - NorMHOB M naponen. Ha adrnuiickom gasbike phishing
yntaeTca kak ounwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ hULLIMHIoM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaTb ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoB U NOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMalT, TO 3M0YMbILLNEHHUKN
nony4aT AOCTYN TOMbKO K OOHOMY TBOEMY NPOUIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble AobaBneHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbiniaTbCa cnam W CCbIfKN Ha
PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BRNOXEHUS B NMUCbMax, OaXe €CfiM OHU NPULLINK OT TBOMUX Apy3en. Jlyduwe
YTOYHM Y HUX, OTNPABMANN N1 OHW Tebe aTn dannol.

LndpoBas penyTtauus

LindbpoBas penytaums - 370 HeraTMBHas Unu NO3nTMBHas nHdopmauns B cetn o Tebe. KomnpomeTtupytowlas
nHdopmaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearnbHOW XU3HW.
"UmndpoBas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopmupyeTcs n3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (hMHaAHCOBOE MOnoXeHue, 0COBGEeHHOCTM XapakTepa U pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B CeTU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyOnukauuu nMYHOW MHdopMauun B VIHTEepHeTe, He
NMOHMMasi BO3MOXHbIX NOCNeaCcTBUA. Thl JaXe HE CMOXeELUb AoragatbCs O TOM, Y4To dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuynHOM oTkasa NpPUHATbL Teba Ha paboTy.

KommeHTapuu, pasmeLleHne TBomx dotorpadun n apyrne AercTBUA MOTyT HE MCYE3HYTb Jaxe nocre Toro,
KaK Tbl UX yganub. Tbl He 3Haelb, KTO coxpaHun 3Ty uHdopmauumio, nornasna fm oHa B MOUCKOBLIE CUCTEMbI U
COXpaHunacb v oHa, a rMaBHoe: YTO NogyMaloT o Tebe oKpyatoLme Nioan, KoTopble HangyT U yBUAAT 3To. HanTn
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NobyXaeHun, Tak N C HaMepeHneM NPUYUHUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OcHOBHble COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. NMogymai, npexae 4em 4TO-TO NY6nMKoBaTh U NnepedaBaTh Y cebs B 6nore nnv B coumanbHoOm ceTw;

2. B HacTtponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpodunsa U ero ConepXxumoro,
caenaw ero Tonbko "ansa apysen”;

3. He pa3smeluaii 1 He ykasbiBai MHOPMaLUIO, KOTOPasi MOXET KOro-NMbo ockopGnsiTe UMK 0BuxaTh.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib3oBaTesn Ll,M(prBOFO NpoCTpaHCTBA. OpHako paneko He Bce
3HaKT, YTO MNonb3oBaHne MHOIMMMMU BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobntogeHuns npaB Ha
MHTennNeKTyanbHyo COBCTBEHHOCTb.
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TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pPasfiMyHbiM TBOPEHUSIM YENIOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN N 3HAKOB, 0603HAYalOLWNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaH4yuBasi
KHuramu, otorpadmsamm, KWUHOPUIbMaMN 1 My3blKarbHbIMU MPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NPOM3BEOEHUSA HayKu, NuTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BbICTYNalT B KAYECTBE rapaHTUM TOrO, YTO MHTENSEKTYyanbHbIA/TBOPYECKUIA Tpya,
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeannBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXET BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO OEMOHCTPUPOBAaTh, NpoAdaBaTb, MMMOPTUPOBATL, MyckaTb B MpoOKaT,
Ny6rIMYHO MCNOMHATL, NOKa3biBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpamMmmHoro obecnevyeHuss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOMM akkayHTam o GNOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMeHa HerneranbHasi nporpamma. He
CTOUT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HalTW B CETU.

O noprane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CETU. 3[4ecCb Tbl MOXelb y3HaTb O ©e3omnacHOCTU B CeTu
MOHATHBIM W OOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKON CUTYaL MmN 0GpaTUTLCS 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U cTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOM BE3OMNACHOCTU AETEN

OnpegeneHne TepmuHa "vHdopmauunoHHas 6e3onacHocTe aeten” cogepxutca B degepanbHom 3akoHe N
436-$93 "O 3awute geten OT MHGOPMaLUK, MPUYMHAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBSAA3aHHbIE C 3aLUUTON AETen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpen UX 340POBbI0 U (M) pasBuTHIo.
CornacHo paHHOMY 3akoHy "WHdopmaunoHHasi 6e3onacHoCcTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSAA3AHHbIN C NPUYMHEHNEM MHOPMaLUe Bpeda UX 340POBbLI0 U (Unn) usnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-9©3 nHdopmaumen, NpuumHAOLLENA Bped 340POBbO U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean AeTewn;

2. vHopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHMdeHo cpeaun AeTeil onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nndopmaumm, 3anpeLLeHHon 4ns pacnpocTpaHeHns cpean aeten, OTHOCUTCS:

4. vHdopMauus, nobyxparowan geTel K COBEpLUEHUO AEWCTBUNA, NPEACTaBMSOWMNX Yrpo3y UX XU3HWU U
(vnn) 30opoBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaTh Yy AeTen xenaHve ynotpebuTb HapKOTUYECKNe CpeacTBa, MCUXOTPOMHbIE U (MnK)
ogypmaHuBawlme BellecTBa, TabayHble M3Oenusl, ankoronbHyl WM CIMPTOCOAEPXAallylo MpOAYKUMIO, NMUBO U
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; MPUHATb yyacTue B a3apTHbIX Urpax, 3aHUMaTbCsl NMPOCTUTYLMER,
6poasKHNYECTBOM WIM MOMNPOLLARHUYECTBOM;

6. obocHoBblBalOWas WM onpaBAblBalollas [OMYCTUMOCTb Hacunms u  (Mnn) xectokoctn nnbo
nobyxaatoLLlas OCyLLECTBATb HACUIbCTBEHHbIE OENCTBUS MO OTHOLLEHUIO K NIOASM U 3KUBOTHbLIM;

7. oTpuualoLlasi ceMelHble LLEHHOCTM U hopMUpytoLLas HeyBaXKeHue K poautensm u (Mnu) gpyrum yneHam
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cemMbu;
8. onpasibiBatoLllad npoTnBonpaBHOE NnoBeaeHne,
9. copepKallas HeLleH3ypHYH BpaHb;
10. cogepaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmMaumn, pacnpocTpaHeHWe KOTOPOM OrpaHW4YeHO Cpeau [nOeTell OonpedenieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnsemasi B Buae n3obpaxeHus unm onucaHusa XecToKocTu, omandeckoro n (unm)
NMCUXMYECKOro Hacunus, NPECTYNNEHNS UMM MHOTO aHTUOOLLLECTBEHHOIO AEUCTBIS;

2. Bbi3blBalOWaAsa y AeTen CTpax, yKac wunv naHwky, B T.4. nNpeacTaBnsemas B Buae M300paxeHus wnu
OMMCaHNA B YHWXKaloLWen 4enoBeyeckoe [OCTOMHCTBO (POpPME HEeHacunbCTBEHHOW cMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm KatacTpodbl 1 (Mnn) X NOCneacTemn;

3. npencraendemas B BMAE W300pPaXEHUS UMM ONUCAHUSA MOMOBbLIX OTHOLUEHUA MEXAY MYXYMHON U
>KEHLLMHOMN;

4. copgepxallas GpaHHbIe CIoBa U BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnevnTb MHPOPMaLUOHHY Be3onacHOCTb BalnX AeTen.

O6Lwwme npaBuna Ans pogutenemn

1. He3zaBucmmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoLlee punbTpoBaTb
N KOHTPONMpoBaTb MHPOPMALMIO, HO HE MonaranTecb NOMHOCTBLIO HA Hero. Balle BHUMaHWe k pebeHKy - raBHbIN
MeTop 3alUMThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM W3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENbHO N3y4YnNTE, KaKkyto MHOPMaLMIO NOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMunsax u
6rorax, Bkntoyas otorpacdum n Bugeo.

3. lNpoBepbTe, C KakKMMXM APYrMMU CanMTamu CBSi3aH coumanbHbi cepBuc Bawero pebeHka. CTpaHU4ku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIIKN Ha HeXXenaTenbHble Y ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApYr YNOMWHAET HOMep COTOBOro TenedoHa Bawero pebeHka unm
Baw pomaluHun agpec)

4. MooupsaiTe Balwmnx aeTel coobliate 060 BCEM CTPaHHOM UMW OTTamNKUBAIOLLIEM U HE CIULIKOM OCTPO
pearupyinTe, Korga oHu 3TO AenatoT (U3-3a onaceHuss NoTepsATb OOCTYN K VIHTEPHETY AETU He FOBOPSAT poaUTENsM
0 npobrnemax, a Takke MOryT Ha4YaTb UCMOMb30oBaTb VIHTEepHET BHe OoMa U LLKOIbI).

5. byabTe B Kypce ceTeBoM xu3Hn Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B VIHTEpHET Tak Xe, Kak
WHTEepecyeTeCh pearbHbIMU OPY3bAMMN.

Bo3spacTt ot 7 go 8 net

B WNHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UMW WMHble CaiTbl, @ BO3MOXHO W YaTbl, paspelleHne Ha
nocelleHne KOTOPbIX OH He nonyyun Gbl OT poauTenen. [oatomy poauTensm ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble MpPefoCTaBnAlTCA MporpaMMaMy NO  OrpaHuMYeHuo  ucnonb3oBaHua WHTepHeTta, T.e.
PoanTtenbCckmin KOHTPONb UK TO, YTO Bbl CMOXETE yBMOETb BO BPEMEHHbIX davinax. B pesynbrtaTte, y pebeHka He
OygeT owylleHrs, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakme cawnTbl nocewaetr ux pebeHok. [leT B AaHHOM Bo3pacte obnagatT CUMbHbIM YYBCTBOM CEMbWU, OHU
OOBEpPYMBbI U HEe COMHeBaloTCs B aBTopuTetax. OHu nobAT urpaTb B CeTEBble WUrpbl M MyTeWecTBOBAaTb NO
UHTepHeTy, NCNornb3yst SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.
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CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AoMallHUX npaBun nocelwleHus WHTepHeTa npu yyactum getern m Tpebyinte ero
BbINOMHEHWS.

2. Tpebyite ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KoMMboTepoMm. Mokaxnte
pebeHky, yto Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xoueTtcs, a notomy 4to Bbl 6ecnokonTtech 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHate nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpencrtea 6J'IOKI/IpOBaHI/IF| HeXenaTtenbHOro KOHTeHTa KakK AOMNoJIHeHWe K CTaHO4apTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

6. CosgaiiTe ceMelHbIi aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb COBCTBEHHLIE aapeca.

7. Bnokupynte goctyn k caWtam c 6ecnnaTHbIMW MOYTOBbLIMW SALMKAMMU C MOMOLLBIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. MNpuyunte geten copeToBaTbcs ¢ Bamu nepepn onybnukoBaHMeM Kakon-nvbo MHGopmauun cpeactBamm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (OOpPM 1 Npodunen.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpammbl UM My3biky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO 0OOMeHa CoobLLeHnsaMM.

11. B "Genbin" cnucok CaWToB, paspelleHHbIX ANns MOCeLeHWs, BHOCMTE TOMbKO CaWTbl C XOPOLUEW
penyTauuen.

12. He 3abbiBaviTe 6ecenoBath ¢ AeTbMUu 06 X Opy3bax B VIHTepHeTe, Kak ecnu Obl peyb LWna o Apy3bsx B
pearibHOWN >XU3HMU.

13. He penavite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe OeTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio unm canTsl "gnsa B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam 0 nobbiX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW U HanoMHWUTE OeTsM, YTO OHM B 6e30nacHOCTK, ecrnivm caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net

B paHHOM BoO3pacTe OeTu, Kak MnpaBuno, yXKe HacrblwaHbl O TOM, Kakas WHdopMauunsa cyllecTByeT B
WHTepHeTe. COBEPLUEHHO HOPMAribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYNM K HEeXenaTemnbHbIM MaTepuanaMm MOXHO Ferko 3abrnokvMpoBaTb MNPy MOMOLLM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnucok AoMallHMX NpaBun noceweHust WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. Habniwopganite 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaxuTe emy, 4To Bbl 6ecnokontech 0 ero
6e30nacHOCTU 1 BCEraa rotoBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTtenbHOro KOHTeHTa KakK AOMNOJfIHeHUWe K CTaHO4apTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaviTe NnpyHMMaTb HEMOCPEACTBEHHOE ydacTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 00 mx
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He cornallanuch Ha NMYHbIe BCTPEYM C APY3bsiMy MO VIHTepHeTY.
8. MNo3BonanTe AeTsaM 3axoauTb TONbKO Ha calTbl N3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb NIMYHYO MHOPMaUMIO cpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOIro obMeHa COoOOLLEHNSIMU, PETUCTPALMOHHBIX POPM, NMYHBIX NPOUIIEN U NPU perncTpaLmmn Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxatb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3vTb BUPYCbI UNN APYroe HexenaTtenbHoe nporpammHoe oGecneydeHue.

11. Co3pgante Bawemy pebeHKy orpaHM4eHHy0 y4eTHY0 3anuch Ans paboTbl HA KOMMbIOTEpPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax Uy TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHute getam, 4to oHM B 6e30MacHOCTU, ECrv caMmn pacckasanv Bam O CBOMX TPEBOrax 1 ornaceHusx.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, YTOObl A€TW NPeAoCTaBsaN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eannucb, 4To OHKU He OOLLADTCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTsM, YTO HEnb3s MCNoMb3oBaTh CETb AN XYNUraHCTBa, pacnpoCTpaHEHWUs CNieTeH unu
yrpos.

BospacT aetewn ot 13 go 17 net

B atom BO3pacTe NoApOCTKM aKTUBHO MUCMOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHOTCA 3ﬂeKTp0HHOVl NnoYTon,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHNsMKN, cKkavymBatoT MY3bIKY U (bVIJ'IbeI. Manb4nkam B 3TOM BO3pacTe
fonblie no HpaBy CMeTaTb BCe€ OrpaHunyYeHud, OHU XaxayT rpy6oro tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBoykn npeanoynTarT obwaTtbca B vaTax, npn 3TOM OHWU Tropasno bonee YYBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOMOraTesibCTBam B MHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSM YXXe BeCcbMa CITOXHO KOHTPONMpPOBaTb CBOMX AETEW, Tak kak 00
VIHTepHETE OHU YyKe 3HAKT 3HaAYUMTENbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckawTe AeTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO ydacTBOBaTh B 06wweHun pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobniogatbe npaBuna WHTepHeT-6e30MacHOCTM - COrnalleHne Mexay
poauTenamn n getbMu. Kpome Toro, HeobXoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbI O OEATENbHOCTU
neten B UHTepHeTe. CnegyeT obpatvTb BHMMaHMe Ha HeOOXOOMMOCTb COoAepXXaHusi poOMTENbCKUX Mnaponen
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 0bpaTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 6e3onacHOCTK B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cCnuCoK OoOMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu ydacTum nogpoCTKOB U Tpebynte
6e3ycnoBHOro ero BoinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHblin cnmcok”), Yachl
paboTbl B IHTEepHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM YMche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTn IHTEPHET JOMKEH HAaXOANTLCS B ObLLEl KOMHaTe.

3. He 3abbiBante OecepoBaTtb C geTbMu 00 uX Opy3bsix B WIHTEpHeETe, O TOM, YEM OHM 3aHSTbl TaKUM
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obpasom, ByaTo pedb uaeT o Apy3baxX B peanbHOM XusHu. CnpaluvBante O Noasix, C KOTopbiMKU AeTh obLialTcs
nocpeacTBoM CNy6 MrHOBEHHOro obMeHa coobLeHnsaMM, YTobbl YOeanTbCS, YTO 3TH N0AMN UM 3HAKOMBI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUS HeXenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHOapTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotca Bawwm getn. T[loowpsnte umcnonb3oBaHue
MOLEepupyeMbIX YaTOB M HacTamBanTe, YTobbl AeTK He obLWannch B NPUBaTHOM peXuME.

6. HactanBanTe Ha TOM, YTOObI AETW HUKOrAA HE BCTPEeYanucb NIUYHO € Apy3baMu M3 ceTu VIHTepHeT.

7. lMpuyunte geTer He BblgaBaTb CBOK NMYHYK MHAOPMaLMIO cpeacTBaMu 3MEeKTPOHHOW MOYTbl, 4YaToB,
CUCTEM MIHOBEHHOro 0bMeHa coobLLEHNSIMU, PErUCTPaLMOHHBIX POPM, NMNYHBIX Npodunen n Nnpu perncTpauum Ha
KOHKypChbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenarenbHoe nporpaMmHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe getam, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B Nog4oOHbIX criyyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3JNEeKTPOHHOrO afjpeca, He oOTBevyaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CrneunanbHble MOYTOBbIE (UNBLTPHI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTamu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayunte pgeten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHKM 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBedeHns OeACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM Clnyyae Henb3st ucnonb3oBateb CeTb [Onis  XynuraHcTea,
pacnpoCcTpaHeHMs CNeTeH Unn yrpo3 Apyrum NIoLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKOoHY.

lMocTosHHO KOHTponupynTe ucnonb3oBaHne NHTepHeTa Bawnm pebeHkom! BT0 He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPeA0CTOPOXHOCTM U NposABneHne Balwen pogMTenbckon OTBETCTBEHHOCTM M 3a00ThlI.
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